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Introduction

Killzone Shadow Fall is a First Person Shooter
24 player team based gameplay

* Users can create game modes

* PS4 launch title
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Road to Launch

* Previous Title: Killzone 3
— Closed beta (~100 players within Sony)
— Semi public beta (~15K players invited)
— Public beta (~25K players concurrent)

e PS4 launch

— Limited hardware
— Max ~100 player test



Development Focus

* Load testing
* Monitoring
* Kill Switches



Telemetry — Collecting Game Metrics

Storage Visualization

Processing

Telemetry
Event
Collector




Frame Rate Heat Map — The Terminal

Frame Rate Avg
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SP - Average Deaths Per Player Per Level

Level
1 - The Father .

2 - The Shadow
3 - The Doctor
4 - The Patriot

5 - The Helghast

6 - The Agent

T - The Handler

& - The Dead

9 - The Destroyer

10 - The Savior
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MP - Death Balance — The Forest

VSAfailingto  Objective A

spawn camp

HGH Spawn

-130
W
I
-140
N,
e
-150

HGH being
spawn camped

-180

-190

3
L -
¢ b 100%
T
am;
- HGH
-{I 3 L
e -
T “
o :
HH gEiee
HHERN ahbHF-HH-HHHH AR - HH A 1
e e R P e s
o o
H £
= RS
.

EEIEe .

EaeiEy
it
. .
TEEZEEniE t

HE i
giis tr
S
T H+
HHH r'frg
o it
: B i L

Objective C

-40

Objective B

100%
VSA

| HGH failing to
pawn camp

VSA Spawn



Development Focus

* Telemetry

* Monitoring
e Kill Switches
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Load Testing — What to Test

* Functionality
— Match making (e.g. day night cycle, featuring game mode)
— Score posting
— Leaderboards

 Failures
— Loss of server
— Temporary loss of connectivity
— PlayStation®Network outage / slow response
— Server update



Load Testing — Framework
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PlayStation®Network

Game Server

Sim 1..N Sim N+1..2N
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Load Testing — Framework
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Mock PlayStation®Network

Game Server

Sim 1..N Sim N+1..2N
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Load Testing — Framework
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Mock PlayStation®Network
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Share state & validation e

Sim 1..N Sim N+1..2N
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Load Testing — Framework
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Development Focus

* Telemetry
* Load testing

o Kill Switches
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Monitoring

* What to monitor
— Player count
— REST API timings / errors
— Database throughput / errors
— Connectivity between servers (game servers / PSN)
— Low level OS (disc / CPU / memory / network)
— Backups

* 24/7 on call support for failures



Development Focus

* Telemetry
* Load testing
* Monitoring
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Kill Switches

OC
OC
0OC
0OC

K apps (killzone.com, public API, live tiles)
kK individual REST APIs (e.g. post score)
k hard to test things (e.g. game merging)

K misc. components (e.g. telemetry)
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Match Making - What Players Expect

* Full games

e Team balanced

— Player count
— Skill level

* A choice of game modes
* No dropped connections
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Average Ping Between Regions

Player Region
Tokyo

London

US-East (Ashburn)
Frankfurt

US-West (San Diego)
Sydney

US-Central (Dallas)
Sao Paulo

Milan

Istanbul

Singapaore

Tokyo
59

331
240
347
212
261
242
360
372
382

245

London
355

80

158

124

211

418

219

309

141

180

376

US-East
(Ashburn)

228
160

82
171
142
320
132
234
208
223

332

Server Region

US-West
Frankfurt (San Diego)
304 172
88 220
181 125
87 233
243 g7
396 251
136

305 263
270

276

302

Sydney
174

400
280
409
248
100
283
437
444
452

297

US-Central
(Dallas)

230
213

122

151
305
103
255

248

Sao Paulo
304

304

215

315

264

449

249

111

355

353

475

Milan

342

102

192

282

436

227

332

125

Istanbul
355

134

222

285

453

376

135

398

Singapore
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120

312

293

264

241

439

360
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Average Ping Between Regions - Conclusion

* Matchmaking tries to avoid cross region!
— Smaller regions / game modes don’t have enough players
— Friends may want to play cross region
— 98%+ success in large, 80% in smallest region



Ping — Cable vs Wireless

Play Time Dropped connections
26%

43%

3%

7N 7

Wireless Wired

Frequency

G \\lireless + 15 ms slower!
Educate players!

100 110 120 130 140 150 160 170 180 190 200 210 220 230 240250
Ping (ms)

0 10 20 30 40 50 60 70O 80 90
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The Hunt for Server Locations (Sao Paulo)

Player Region
AAAAAA

ooooo

¢ Sao Paulo
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The Hunt for Server Locations (Dallas)

Player Region
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The Hunt for Server Locations (Istanbul)

Istanbul

Player Region

San Diego
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The Hunt For Server Locations — Conclusion

* Geographically close does not mean low ping
— Possible packet: US East » US West > US East
— Very hard for players to understand
— We don’t offer region selection

* Too many regions = too few players per region



Match Making - What Players Expect
* Low ping

e Team balanced

— Player count
— Skill level

* A choice of game modes
* No dropped connections
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Joining Full Games

Party Size

1 (96.5%)

2 (2.9%)

3 (0.5%)

4(0.1%)

5 (0.03%)

6 (0.01%)

7 (0.01%)

8 (0.00%)

Frequency = Freguency

Frequency

Y
B
=}
=

Freqy
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40%

o
Eal-
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40%

Players in Game After Join

Parties of ~
more than 2 -

very rarel

8 player party

> 8vs1lgame.

Split party?

6

s m B mJoinalone

- - N B s—
17 18 19 20 21

= full game
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Match Making - What Players Expect

* Low ping
* Full games

* A choice of game modes
* No dropped connections
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Team Balance - ELO Glicko
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Team Balance - ELO Glicko
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Team Balance

 Skill based separation =too many groups
* Player count balance most important
* Use ELO skill rating to

— Determine team when sizes equal
— Shuffle teams at end of round



Match Making - What Players Expect

* Low ping
* Full games

« Team balanced
— Player count
— Skill level

* No dropped connections
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A Choice of Game Modes

Multiplayer / Warzones

Browse Active

Warzone count No mission ijE[tives, just Team

Deathmatch!
W Official

@Etendod Warzone ‘ Classic Warzone = Online

o %+ Collectibles left:

M The Veteran-4
| W]

1. The Divide
2. The Spire
3, The Park

sic Setting

@ SLYAIE¥ | 24 None & €O Normal

Progression: Yes
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Match Making - What Players Expect

* Low ping
* Full games

« Team balanced
— Player count
— Skill level

* A choice of game modes
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Errors Per Hour Over Time

Error Name
E_AC_AGE_RESTRICT

W E_AC_FAILED
E_AH_DATA_DOWNLOAD
E_AH_INFO_DOWNLOAD
E_GM_BAD_GAME_STATE

I P S N h M M E_GM_FULL

authentication
M [l E_GM_SYNC_FAILED
PlayStation Plus check
E_MENU_NOT_AVAILABLE
E_MMS_MODERATED
E_MMS_REQUEST_FAILED

55 M E_NGT_CONNECT
E_NGT_DECRYPTION

[l E_NGT_DISCONNECTED

M E_NGT_KICKED

M E_NGT_SEND

W E_NGT_TIMEOUT

80

75

60

50

45

llg_ M E_NGT_TOO_LARGE
5 a0 E_NGT_VERIFY
g [ E_NGT_wouLD_BLOCK
w £ NP_AUTH_FAILED
s [l E_vP_NO_DNS
W E_nPM_INIT
30 E_OPM_DOWNLOAD_FAILED
E_PC_FAILED
25 E_PPM_DOWNLOAD_FAILED
B ff M f. M £_PRS_INIT
20 u e r I n C re a S e I X E_PS_DOWNLOAD

M E_PS_NO_RESPONSE
A B [ E_SEM_DISCONNECT
- teSt E_SEM_TIMEQUT
[ E_ss_bownLoAD
o E_SS_VERSION
[l E_ss_vERSION 2
E_STM_GET_SESSION_DATA

0s
[l E_STM_REQUEST_FAILED
- E_TM_CONTEXT
0o == — == = —— e e — —
' - [ E_TM_REGISTER
E_TM_UNLOCK_STATE
Mar 25 Mar 30 Apra Apr8 Aprid Apr i3 Apr 24 Apr28 May 4 May 9 May 14 I =_waNiT

Date [2014]



Errors Per Hour Per Router

Router Model
Huawei - Huawei router:1 [N B
Technicolor - Technicolor TG:587n v3 -
Te-LNK - TLwRre41n:20 [l
Te-LiNK - TLWR740N:4.0 Il
TP-LINK - TL-wrs41n:6.07.0 [T
Jungo - OpenRG_IGD:5.4.8.1.160.7.12
THOMSON - Thomson TG:585 v7 [ E_NGT_SEND E_NGT_DISCONNECTED
ZyXEL - PK5001Z:CZP002-4.3.009.16 | E_NGT_SEND E_NGT_DISCONNECTED
Microsoft - Internct Connection Srar.. [N 1
D-Link - DR s00:1 [JE-P_FAED I = R A N |
LSRRy = F e ENoisen ———— Noibsconmecteo ] ]
Actiontec - "Wireloss Broadband .. [ I = RS A R T I
ARRIS - ARRIS TGB52G Rouler:2J0..
Technicolor - Technicolor TG:52n [] ]
ARRIS - ARRIS TGUG2G Router:2.0... 10 I === R =¥ T =w = R |
NETGEAR - Versalink:B90-755025-15 | 7]
NETGEAR, Inc. - WNR2000v3 router. |
Belkin Interationa - Eetin Nc000.. [ =A== N T e == |
NETGEAR, Inc. - Rangetax N300 wi.. [N = el o == |
Sy ot - ser02:1.0 [ N T S TR |
Sagemcom - Residential Livebox,0.. | A A= I S e R o
7TE - Rosidential Livebox (DL waN.. | IR o N A A S e
ey ']
neufbox - neubor router:1 || NN I A e e |
O-Link - D-Link Router:0iR.655 [N
NETGEAR, Inc. - Residentil Gatewa.
Huawei Technalogles Co., Lt - HGS.
D-Link - D-Link Internet Gateway De... [N I = === =)
NETGEAR, Inc. - Broadcom Versalin.
Cisco - Linksys Series Router E00:.. [N = N SN ===l I
Brcadeom - Bacusssec:1 o | NI
THOMSON - Thomson TG-7527 [N I
ARRIS - ARRIS TG862G Router:2.
Sagem - SAGEM_LB_1GD:40.21.35.. || I E RS AR R
NETGEAR, In. - wniDR3a003ww.. [
IR Y g T NGT SEND - NGT_DISCONNEGTED |

E_NGT_SEND
E_NGT_TIMEQUT

E_NPM_INIT
E_NPM_INIT E_NGT_SEND
E_N. - DISCONNECTED
E_NGT_. SCONNECTED
E_NGT_DISCONNECTED

E_NGT_SEND
E_NGT_SEND
E_NGT_SEND

Emors Per Router Hour

E_NGT_DISCONNECTED
|
|

Technicolor TG58T;

E_NGT_DISCONNECTED
E_NGT_SEND

UDP socket cannot connect
to multiple IP.

E_NGT_DISCONNECTED

Ermror Name
B E_AC_FAILED

E_AH_DATA_DOWNLOAD
E_AH_INFO_DOWNLOAD
E_GM_BAD_GAME_STATE

M E GM_FuLL
E_GM_OBJ_LOST

[l E_GM_SYNC_FAILED
E_MMS_REQUEST_FAILED

M E_NGT_CONNECT

[l E_NGT_DISCONNECTED

M E_NGT_SEND

B E_NGT_TIMEOUT

B E_NGT_WOULD_BLOCK

M E NP NO DNS

W E_nPwNT
E_OPM_DOWNLOAD_FAILED
E_PC_FAILED
E_PPM_DOWNLOAD_FAILED

W E_PRS_INIT
E_PS_DOWNLOAD

M E_PS_NO_RESPONSE

[ E_SEM_DISCONMECT
E_SEM_TIMEOUT

M E_SS_DOWNLOAD
E_SS_VERSION

M E S5 VERSION 2
E_STM_GET_SESSION_DATA

[l E_STM_REQUEST_FAILED
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Conclusion

* Had very little downtime

* Kill switches used on few occasions
* Match making is a hard problem

* Telemetry helped a lot
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Questions?

Also see: ‘The Server Architecture Behind Killzone Shadow Fall’
http://irouwe.nl/serverarchkzsf/
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http://jrouwe.nl/serverarchkzsf/

Bonus Slides
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Ping — Educate Players!

w

Connection

Nearest Server
Round-trip Time
Packet Loss
Download
Upload
Connection

Germany

16 ms
0%
5438 kb/s
1888 kb/s
Wireless

Max score
not possible
on wireless




The Hunt for Server Locations (Milan)
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The Hunt for Server Locations (Frankfurt)

' . eeeeeeeee ion
_______
aaaaaa
® o =
[ |
. . ‘ [ san Diego
» ‘ . aaaaaa
London Py ® -
[ |
Q A, 4 @
Frankfurt @ g
00  ® . ®
3 ¢ ¢
-
¢ « o> 9
s ¢ ®
® o L
q e ¢
¢ ¢ «
& «
¢ 4
¢ «



